REMARKS 

In view of the above amendments and the following remarks, reconsideration of 
the rejection and further examination are respectfully requested. 

The specification has been reviewed and revised to improve it English grammar 
and U.S. form. The amendments to the specification have been incorporated into a 
substitute specification. Attached are two versions of the substitute specification, a 
marked-up version showing the revisions, as well as a clean version. No new matter has 
been added. 

Original claims 1-12 have been cancelled without prejudice or disclaimer to the 
subject matter contained therein and replaced by new Claims 13-24. New claims 13-24 
recite the subject matter of original claims 1-12 in improved form so as to clarify the 
distinguishing features recited therein. 

Claims 1-12 were rejected under 35 U.S.C. § 102(e) as being anticipated by 
Serret-Avila et al. (US 6,785,815). The rejection regarding claims 1-12 is considered 
moot based on their above-mentioned cancellation. Further, this rejection is respectfully 
traversed and is believed clearly inapplicable to new claims 13-24 for the following 
reasons. 

New Claims 13-18 are Patentable Over the Prior Art of Record 

New independent claim 13 recites a digital watermarking apparatus for 
embedding a digital watermark into predetermined information, the digital watermarking 
apparatus including, in part: (1) a verification unit operable to receive set value 
information including (a) encrypted set values necessary to embed the digital watermark, 
combined with (b) verification data, the verification unit operable to verify the set value 
information by verifying the encrypted set values using the verification data, and 
operable to selectively generate a normal verification result and a not normal verification 
result; (2) a decryption unit operable to decrypt the encrypted set values; and (3) a 
watermarking unit, wherein (a) the normal verification result results in the watermarking 
unit embedding the digital watermark into the received predetermined information 
according to the decrypted set values, and (b) the not normal verification result results in 
the watermarking unit selecting one of (i) not outputting the received predetermined 



information, and (ii) invalidating the received predetermined information and outputting 
the invahdated information. Serret-Avila fails to disclose or suggest the receipt of set 
value information including encrypted set values and verification data , the verification of 
the encrypted set values, the decryption of the set values , and embedding a digital 
watermark into received predetermined information according to the decrypted set values 
and the verification result . 

In contrast, Serret-Avila teaches methods and systems for encoding and protecting 
data using digital signature and watermarking techniques. In particular, Serret-Avila 
teaches (1) embedding a relatively hard-to-remove, easy-to-detect, strong watermark into 
a data signal, (2) dividing the data signal into a sequence of blocks, wherein (3) a digital 
signature is embedded into each block using a weak watermark ( see abstract, col. 6, lines 
60-64). Serret-Avila teaches variations of embedding the strong watermark and the 
signature (weak watermark) into a data signal. 

For example. Fig. 3 demonstrates that data block 304a from data stream 300 is 
used to generate a watermarked signature block 306a, wherein the watermarked digital 
data 302 includes the original data block 304a and the corresponding watermarked 
signature block 306a. Note that the watermarked signature block 306a is not generated 
from set values and verification data used for watermarking. Further, Fig. 4 demonstrates 
that data stream 400 includes data block 403a having signature block 404a, wherein 
watermark engine 412 embeds a watermark into data block 403a so that data block 403a 
includes the strong watermark and a signature with a weak watermark. According to Fig. 
4 of Serret-Avila (see col. 12, lines 30-44) signature block 404a is used to verify the 
authenticity of data block 403b. Note that the data block 403a having the strong 
watermark and the weak watermark is not generated from set value information having 
encrypted set values and verification data used for watermarking. In summary, Serret- 
Avila merely teaches the inclusion of a strong watermark and a weak watermark into a 
block of data, wherein a signature block is used to verify the authenticity of a data block . 
Thus, the following differences between the present invention as recited in independent 
claim 13 and the Serret-Avila reference become evident. 

Serret-Avila teaches (1) adding a strong watermark to data from a data stream to 
generate a watermarked data stream, (2) adding a weak watermark (i.e., a signature 
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block) generated according to the data stream to the watermarked data stream, and (3) 
verifying a data block of the data stream using the signature block (i.e., using data 
contained in the data stream to verify data blocks of the data stream). However, Serret- 
Avila does not disclose or suggest a digital watermarking apparatus operable to receive 
set value information having encrypted set values and verification data from which the 
data signal is watermarked. In contrast, Serret-Avila merely discloses receiving 
information from the data to be watermarked and previously watermarked data to 
generate a watermarked data signal. 

Further, Serret-Avila does not disclose or suggest a verification unit operable to 
verify encrypted set values used for watermarking using verification data, wherein both 
the encrypted set values and verification data is included in set value information. Serret- 
Avila merely discloses using information from data to be watermarked to verify the 
authenticity of the data to be watermarked. 

Moreover, Serret-Avila does not disclose or suggest generating a normal and a not 
normal verification result that results in a watermarking unit either (1) outputting the 
watermarked data signal or (2) not outputting the watermarked data signal. In contrast, 
Serret-Avila discloses a watermark engine which verifies the authenticity of unencrypted 
data generated from the data to be watermarked and outputting watermarked data which 
was watermarked using data to be watermarked. 

Please note that on page 3 of the Office Action the Examiner relies on to col. 7, 
line 21, col. 10, lines 13-30, col. 10, lines 42-56, and figures 1, 2b, 4a, 4b, 5a, and 5b for 
teaching the digital watermarking apparatus as recited in independent claim 1 (i.e., claim 
13 of amendment). However, it is respectfully submitted that the above-mentioned 
portions of the Serret-Avila reference directly relate to the detection of a watermark 
embedded into a signal and the verification of the detected watermark embedded in the 
signal rather than outputting watermarked data created according to set values, 
verification data , and a verification result . 

In view of the above, it is respectfully submitted that the Serret-Avila reference 
does not anticipate the invention as recited in new independent claim 13. Furthermore, 
Serret-Avila does not suggest the above-mentioned limitations of independent claim 13. 
Therefore, it would not have been obvious to one of ordinary skill in the art to modify the 
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Serret-Avila reference so as to obtain the invention of new independent claim 13 and the 
claims that depend therefrom. Accordingly, it is respectfully submitted that new claims 
13-18 are clearly allowable over Serret-Avila. 

New Claims 19-24 are Patentable Over the Prior Art of Record 

New independent claim 19 recites a digital watermarking apparatus which is 
similar to the digital watermarking apparatus recited in independent claim 13. Please 
note that, as recited by independent claim 19, a decryption unit receives the set value 
information and decrypts the set value information, and the verification unit verifies the 
decrypted set values and using the verification data included in the set value information. 
In contrast, independent claim 13 recites a verification unit which verifies the encrypted 
set values, and a decryption unit which decrypts the verified set values. Although, the 
decryption unit and the verification unit recited in claim 19 process information in a 
slightly different manner than the decryption unit and the verification unit recited in 
claim 13 . the creation of the watermarked data signal and the output of the watermarked 
data signal as recited in independent claim 19, is accomplished using the same 
encrypted/decrypted set values, verification data, and verification result recited in claim 
13 discussed above . 

Thus, for the same reasons discussed above, it is respectfully submitted that the 
Serret-Avila reference does not anticipate the invention as recited in new independent 
claim 19. Furthermore, Serret-Avila does not suggest the above-mentioned limitations of 
independent claim 19. Therefore, it would not have been obvious to one of ordinary skill 
in the art to modify the Serret-Avila reference so as to obtain the invention of new 
independent claim 19 and the claims that depend therefrom. Accordingly, it is 
respectfully submitted that new claims 1-24 are clearly allowable over Serret-Avila. 
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In view of the above amendments and remarks, it is submitted the present 
appUcation is now is condition for allowance and an early notification thereof is earnestly 
requested. The Examiner is invited to contact the undersigned by telephone to resolve 
any remaining issues. 



NEP/ALD/nrj 

Washington, D.C. 20006-1021 

Telephone (202) 721-8200 
Facsimile (202) 721-8250 
April 12, 2007 



Respectfully submitted. 




Nils Pedersen 
Registration No. 33,145 
Attorney for Applicants 
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Version with Markin g<; in 
Show Changes Made 

DIGITAL WATERMARKING APPARATUS 
AND APPLICATION APPARATUS USING THE SAME 

BACKGROUND OF THE INVENTION 
I^Field of the Invention 

The present invention relates to a digital watermarking apparatus 
which embeds information relating to copyright protection in data such as video 
data or audio data, and an application apparatus using the digital watermarking 
apparatus. 

2^Related Art 

Recently, a digital versatile disc (DVD) has been remarkably wide- 
spread and a reproducing apparatus using the DVD has been introduced to an 
air plan e airplane or a museum. 

Especially, for application in the airplane air p la n e, since a film is 
sometimes shown before release on th e ground in theaters , there is a strong 
demand for a system implementing the copyright protection such that contents 
such as the film before release will not leak out or even if it leaked, the source 
of the leaked contents can be tracked. 

Conventionally, as a method of the copyright protection, there is a 
technique called "digital watermark" which embeds specific information in the 
contents such as video or audio ( r e f e r to see Japanese Patent No. 3106985i49f 
ex a mp le). 

Information embedded as the digital watermark (referred to as 
"watermark information" hereinafter) include various kinds of information such 
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as copy control information for limiting tlie number of copies of contents, IDs of 
contents, IDs of copyright owners or the like. 

The watermark information mostly has an object for protecting the 
copyright of the contents. For example, if the copy control information is 
embedded in the contents, a reproducing apparatus detects the copy control 
information from the contents and can limit the copying operation by activating a 
copy preventing function. In addition, if the ID of the contents or the ID of the 
copyright owner are embedded, even if arLillegal copy is made, the watermark 
information is detected from the contents and the copyright owner is certified 
from -accordinq to detected numeral values or symbols, whereby the copyright 
of the contents can be claimed. 

Thus, since the watermark information is for protecting the 
copyright of the contents, it is important that there is no error in the watermark 
information itself, that is, there is no error in numeral values and symbols to be 
embedded as the watermark information. 

Furthermore, in order to correctly detect the watermark 
information from the contents, it is important that the apparatus for embedding 
the watermark information correctly embeds the watermark information in the 
contents according to a specific correct operating method or processing 
procedure. 

As a technique for preventing the alteration of the watermark 
information embedded in the contents, there is a method in which the 
watermark information is encrypted and then embedded in the contents (refef 
tQsee Japanese Patent Laid-Open Publication No. 2001-78013, and Japanese 
Patent Laid-Open Publication No. 2002-232412 , for e xamp l e ). 



Once the watermark information is embedded in the contents, it is 
difficult to alter or remove it. However, it is relatively easy to alter the watermark 
information before it is embedded in the contents. In other words, according to 
the conventional digital watermarking apparatus, there is a problem in that the 
5 watermark information itself can be altered at a stage before the watermark 
information is embedded in the contents. 

If the altered information is embedded in the contents, for example, 
the copy control information of the contents becomes numeral values or 
symbols which show that copying is possible at any number of times or the ID of 
10 the contents or the ID of the copyright owner becomes different from its original 
numeral values or the symbols so that the copyright owner cannot be certified, 
or the like. As a result, the right of the copyright owner is considerably 
damaged. 

In addition, the digital watermarking apparatus often uses set 
15 values necessary for the embedding operation such as a mode designation 
value of the embedding operation, various kinds of constant values or variables 
used in the embedding operation, a comparative value, a table value, sign data 
or the like during the watermark embedding operation. It is not until these set 
values are correctly set that the digital watermarking apparatus can embed the 
20 watermark information in the contents according to the predetermined correct 
operating method or the processing procedure. 

There is a possibility that the set values necessary for the 
embedding operation are altered when the watermark information is embedded 
in the contents. If the set values necessary for the watermark embedding 
25 operation are altered, the predetermined correct operational result cannot be 
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obtained. As a result, for e xamp le , signal strength of the watermark information 
to be embedded in the contents is reduced so that the watermark information 
can be easily removed, or the watermark information is embedded by a method 
or procedure different from that assumed by the apparatus on the side for 
detecting the digital watermark. Consequently, the watermark information 
cannot be detected from the contents. 

SUMMARY OF THE INVENTION 

In view of the above problems of the conventional digital 
watermarking apparatus, it is an object of the present invention to (i) correctly 
embed correct watermark information in contents by protecting the watermark 
information^ or (ii) correctly set values necessary fef -to prevent the operation of 
the digital watermarking apparatus from being altered. 

I n th eThe first aspect of the invention , provid e d is includes a 
digital watermarking apparatus which inputs predetermined information and 
embeds a_digital watermark in the predetermined information. The digital 
watermarking apparatus includes a verifying section, a decrypting section and a 
watermarking section. The verifying section inputs and verifies set value 
information. The set value information is provided by encrypting set values 
necessary for embedding the digital watermark and adding verification data to 
the encrypted set values. The decrypting section decrypts the encrypted set 
values in the set value information verified by the verifying section. When a 
verification result obtained by the information verifying section is normal, the 
watermarking section embeds digital watermark in the input predetermined 
information using the set values decrypted by the decrypting section to output 



the predetermined information embedded with the digital watermark. When the 
verification result is not normal, the watermarking section does not output the 
predetermined input pr e d e t e rmin e d information to the outside of the apparatus, 
or invalidates the predetermined input pred e t e rm i n e d information to output the 
invalidated information. 

I n th eThe second aspect of the invention , provid e d i s includes an 
another digital watermarking apparatus which inputs predetermined information 
and embeds a_digital watermark in the predetermined information. The digital 
watermarking apparatus includes a decrypting section, a verifying section and a 
watermarking section. The decrypting section inputs and decrypts set value 
information. The set value information is provided by adding verification data to 
set values necessary for embedding the digital watermark and encrypting at 
least a part of the set values added with the verification data. The verifying 
section verifies the set values with the verification data in the set value 
information decrypted by the decrypting section. When a verification result from 
the verifying section shows normal, the watermarking section obtains the 
verified set values from the verifying section, embeds the digital watermark in 
the input predetermined information using the obtained set values and outputs 
the predetermined information embedded with the digital watermark. When the 
verification result is not normal, the watermarking section does not output the 
input predetermined information to the outside of the apparatus. 

I n th eThe third aspect of the invention , provid e d i s includes an 
application apparatus including a reproducing section that reproduces 
predetermined information stored in a recording medium and the digital 
watermarking apparatus according to the present invention that inputs the 



predetermined information reproduced by tine reproducing section and embeds 
the digital watermark in the predetermined information. The reproducing 
section inputs a verification result from the verifying section in the digital 
watermarking apparatus. When the verification result is normal, the 
reproducing section performs a reproducing operation. When the verification 
result is not normal, the reproducing section does not perform the reproducing 
operation or the digital watermarking apparatus invalidates an output of the 
reproducing section. 

In th e T he fourth aspect of the invention , provid e d i s includes an 
anoth e r application apparatus including a^receiving and a_decoding section that 
receives predetermined information through a communication medium and 
decodes the received information . Further and the digital watermarking 
apparatus according to the present invention that inputs the information 
received and decoded by the receiving and decoding section and embeds the 
digital watermark in the predetermined information. The receiving and decoding 
section inputs a verification result from the verifying section in the digital 
watermarking apparatus. When the verification result is normal, the receiving 
and decoding section performs receiving and decoding operations. When the 
verification result is not normal, the receiving and decoding section does not 
perform at least one of receiving operation and decoding operation or the digital 
watermarking apparatus invalidates an output of the receiving and decoding 
section. 

I n th eThe fifth aspect of the invention , provid e d is a st ill oth e r 
includes an application apparatus including the digital watermarking apparatus 
according to th e pres e nt i nv e nt i on and a recording section that inputs 



information output from the digital watermarl<ing apparatus and records the 
information in a recording medium. The recording section receives a 
verification result from the verification section in the digital watermarking 
apparatus. When the verification result is normal, the recording section records 
the information output from the digital watermarking apparatus. When the 
verification result is not normal, the recording section does not perform 
recording operation or invalidates the information output from the digital 
watermarking apparatus and then records the invalidated information. 

I n th e A sixth aspect of the invention , prov i d e d i s a st ill oth e r 
includes an application apparatus including the digital watermarking apparatus 
according to the present invention and an encoding and transmitting section 
that encodes information output from the digital watermarking apparatus and 
transmits the encoded information through a communication medium. The 
encoding and transmitting section inputs a verification result of the verifying 
section in the digital watermarking apparatus. When the verification result is 
normal, the encoding and transmitting section performs the encoding and 
transmitting operations. When the verification result is not normal, the encoding 
and transmitting section does not perform at least one of the encoding and 
transmitting operations or invalidates the information output from the digital 
watermarking apparatus and then performs the encoding and transmitting 
operations. 

BRIEF DESCRIPTION OF THE DRAWINGS 
Fig. 1 is a block diagram of a digital watermarking apparatus 
according to a first embodiment of the present invention; 



Fig. 2A is a view showing an example configuration of a system 
including a reproducing apparatus which uses the digital watermarking 
apparatus according to the present invention; 

Fig. 2B is a block diagram of the reproducing apparatus; 

Fig. 3 is a block diagram of a digital watermarking apparatus 
according to a second embodiment of the present invention; 

Fig, 4 is a block diagram of a digital watermarking apparatus 
according to a third embodiment of the present invention; 

Fig. 5 is a block diagram of a digital watermarking apparatus 
according to a fourth embodiment of the present invention; 

Fig. 6 is a block diagram of a digital watermarking apparatus 
according to a fifth embodiment of the present invention; 

Fig. 7 is a block diagram of a digital watermarking apparatus 
according to a sixth embodiment of the present invention; 

Fig. 8 is a block diagram of a digital watermarking apparatus 
according to a seventh embodiment of the present invention; 

Fig. 9 is a block diagram of a digital watermarking apparatus 
according to an eighth embodiment of the present invention; 

Fig. 10 is a view showing a configuration of an information 
reproducing apparatus using the digital watermarking apparatus according to 
the present invention; 

Fig. 11 is a view showing a configuration of an information 
recording apparatus using the digital watermarking apparatus according to the 
present invention; 

Fig. 12 is a view showing a configuration of an information 
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receiving apparatus using tlie digital watermarking apparatus according to the 
present invention; and 

Fig. 13 is a view showing a configuration of an information 
transmitting apparatus using the digital watermarking apparatus according to 
5 the present invention. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS INVENTION 

Hereinafter, a description will be made of embodiments of a digital 
watermarking apparatus and an applied apparatus using the same with 
10 reference to the accompanying drawings. 

First Embodiment 

Fig. 1 illustrates an example of a configuration of a digital 
watermarking apparatus according to the present invention. A digital 
15 watermarking apparatus 15a is an apparatus for embedding digital watermark 
information in video and audio data for copyright protection, and includes a 
watermarking section 102 and a decrypting section 105. 

Hereinafter, a description will be made of an example of a system 
including a reproducing apparatus using the digital watermarking apparatus 
20 which will be described in this and other embodiments of the present invention. 

Fig. 2A illustrates an example of a system configuration. The 
system includes a disc reproducing apparatus 10 and display 50. The disc 
reproducing apparatus 10 reproduces a disc medium 1 to output video or audio, 
and especially needs information recorded in an information recording medium 
25 5 for achieving data reproduction with the copyright protection. 
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The information recording medium 5 includes for example an IC 
card, and stores key information necessary for reproducing the disc medium 1, 
information necessary for digital watermark embedding operation, or the like. 
The information is as r e qu i r e d e ncrypted or added with electronic signature, and 
then stored. The information necessary for the digital watermark embedding 
operation includes {OL.encrypted watermark information or set values, (ii) 
watermark information or set values to which verification data is applied, (iN) 
encrypted watermark information or set values to which the verification data is 
applied, or (iv) w atermark information or set values to which encrypted 
verification data is applied in the embodiments according to this invention. 

The disc medium 1 stores video or audio information. The 
information recording medium 5 needs to be inserted in the disc reproducing 
apparatus 10 because the information recorded in the information recording 
medium 5 is used when the disc medium 1 is reproduced. In other words, the 
disc reproducing apparatus 10 can reproduce the disc medium 1 only m-a 
statewhen the information recording medium 5 is inserted. 

Fig. 2B illustrates a configuration of the disc reproducing 
apparatus 10. The disc reproducing apparatus 10 includes a disc drive 11, a 
decoder 13, a digital watermarking apparatus 15 and a D/A converter 17. The 
digital watermarking apparatus 15 may be any one of the digital watermarking 
apparatuses 15a to 15h in the embodiments described herein. 

The disc drive 11 reads data recorded in the disc medium 1. The 
read signal is decoded by the decoder 13. The decoded signal is embedded 
with watermark information by the digital watermarking apparatus 15 and is 
converted to an analog signal at the D/A converter 17 to become a video output. 
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The digital watermarking apparatus 15 reads information 
necessary for embedding the watermark information from the information 
recording medium 5, and embeds the watermark information in the video or 
audio signal reproduced from the disc medium 1 using the read information. 

Referring to Fig. 1 again, the digital watermarking apparatus 15a 
according to this embodiment of the present invention will be described in detail. 
Encrypted watermark information 111 is input to the digital watermarking 
apparatus 15a. The input encrypted watermark information 111 is decrypted at 
the decrypting section 105. The watermark information includes various kinds 
of information such as copy control information or an ID relating to video and 
audio data, or an ID for the copyright owner or the like. The watermark 
information is obtained by representing the above information in numeral values 
or symbols. Encrvption The encryption key used when the decrypting section 
105 decrypts the cipher may be previously stored in the digital watermarking 
apparatus 15a or may be propv i dod provided from the outside of the digital 
watermarking apparatus 15a. 

The watermark information decrypted at the decrypting section 
105 is transmitted to the watermarking section 102. The watermarking section 
102 inputs video and audio data, embeds the watermark information decrypted 
by the decrypting section 105 in the video and audio data and outputs it A 
method of watermarking or embedding the watermark information at the 
watermarking section 102 may be any one of well-known digital watermarking 
techniques. 

As described above, according to this embodiment, the watermark 
information to be embedded in the video and audio data is input to the 



apparatus in an encrypted state. The encrypted watermark information is an 
encrypted text which is meaningless ifi -accordinq to t he state of the numeral 
values or the-symbols, and thus it is difficult to alter the encrypted text to be 
decrypted to an intended value. Therefore, it is possible to keep confidential the 
value of the watermark information embedded in the video or audio data from 
the outside of the apparatus. Furthermore, a conduct altering the watermark 
information to the intended value can be prevented. 

Although the encrypted watermark information is decrypted by the 
decrypting section 105 and then embedded in the video and audio data 
according to this embodiment of the present invention, as another configuration, 
the encrypted watermark information may be embedded in the video and audio 
data without being decrypted. In this case, according to Fig. 1, the decrypting 
section 105 is unnecessary and the encrypted watermark information is directly 
input into the watermarking section 102. According to this configuration, since 
the watermark information is embedded in the video and audio data in the 
encrypted state, the decrypting means is provided at an apparatus on the side 
for detecting the watermark information, whereby the detected watermark 
information can be decrypted. Thus, since the encrypted watermark information 
is embedded in the video and audio data, confidentiality is further improved. 

Second Embodiment 

Fig. 3 illustrates a digital watermarking apparatus according to a 
second embodiment of the present invention. The digital watermarking 
apparatus 15b includes a watermarking section 202 and a decrypting section 
205. 
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The digital watermarking apparatus 15b according to tiiis 
embodiment inputs encrypted set values 211. The set values are data that is 
necessary for embedding the watermark information by the watermarking 
section 202. The set values necessary for the embedding operation include the 
following values, for example: 

- A set value for selecting doing or not doing the embedding operation; 

- A set value of a mode, that is, the value to select one of methods and 
modes in a case where the watermarking section 202 has a plurality of 
embedding methods and modes; 

- A constant or variable used in an embedding operation; 

- A comparative value or table value used in an embedding operation; 

- Sign data used in an embedding operation; 

- A designation value of strength of an embedding signal; 

- A designation value of a place or timing for embedding the watermark in 
the video or audio data; and 

- Other various kinds of values necessary for operation of the 
watermarking section 202. 

The above encrypted set values 211 are input to the digital 
watermarking apparatus 15b and decrypted at the decrypting section 205. The 
set values decrypted at the decrypting section 205 are transmitted to the 
watermarking section 202. The watermarking section 202 inputs the video and 
audio data, embeds the watermark information in the video and audio data, and 
outputs it. At this time, the embedding operation is performed using the set 
values decrypted at the decrypting section 205 or according to the decrypted 
set values. 
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As described above, according to this embodiment of the present 
invention, the set values necessary for the operation of the watermarking 
section 202 are input to the apparatus in the encrypted state. The encrypted 
set values are an encrypted text which can not cannot be understood from the 
numeral values or the symbols, and it is difficult to alter the encrypted text to be 
decoded to the intended values. Therefore, it is possible to keep confidential 
what kind of set values the watermarking section 202 uses from the outside of 
the apparatus. Furthermore, conduct which alters the set values at the 
watermarking section to the intended values can be prevented. 

Third Embodiment 

Fig. 4 illustrates a digital watermarking apparatus according to a 
third embodiment of the present invention. A digital watermarking apparatus 
15c includes a watermarking section 302 and a verifying section 305. 

The digital watermarking apparatus 15c according to this 
embodiment inputs watermark information 31 1 with- and verification data. The 
watermark information 31 1 is provided by adding verification data for detecting 
an error of the watermark information to the watermark information. 

Here, as means for detecting the error, various kinds of error 
detecting methods and error detecting symbols such as parity check, CRC 
(Cyclic Redundancy Check) are well known. In order to prevent the watermark 
information from being altered, its error detecting method or operational 
expression are better to be-not l i k el y to be analogized. In order to further 
increase security to the altering conduct, as the verification data added to the 
watermark information, electronic signature using public key encryption may be 
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used. In this case, a public key necessary for verifying the signature may be 
previously stored in the digital watermarking apparatus 15c or may be provided 
from the outside of the digital watermarking apparatus. In addition, other 
detecting means may be used. 

The verifying section 305 is implemented with a predetermined 
error detecting function or a verifying function and verifies the watermark 
information using the verification data in the input watermark information 311 
wrth -and verification data. When the verifying section 305 completes the 
verifying operation, tts-the verification result (information showing presence or 
absence of the error in the input watermark information) is transmitted to the 
watermarking section 302. 

Referring to the verification result transmitted from the verifying 
section 305, when there is no error, the watermarking section 302 obtains the 
verified watermark information from the verifying section 305, embeds the 
watermark information in the input video and audio data, and outputs it to the 
outside of the apparatus 15c. 

Otherwise, when the verification result from the verifying section 
305 shows the error, the watermarking section 302 does not output the input 
video and audio data to the outside of the apparatus 15c. At this time, instead 
of not outputting the video and audio data to the outside of the apparatus, the 
watermarking section 302 may invalidate the video and audio data so that they 
are hardly viewed or heard (i.e.. scrambled) and tl^en-output the-invalidated 
data, or may-output dummy data. 

Thus, according to this embodiment of the present invention, the 
watermark information^ to be embedded in the video and audio data^ is input to 
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the apparatus under the condition that the verification data is added. Thus, 
even if the input watermark information is altered, since the verification data is 
added, the altering conduct to the watermark information can be detected as the 
error by the verifying section. When the error is detected, the watermarking 
section 302 does not output the video and audio data to the outside of the 
apparatus so that the video and audio data cannot be viewed or heard. 
Therefore, the altering conduct to the watermark information can be prevented. 

Fourth Embodiment 

Fig. 5 illustrates a digital watermarking apparatus according to a 
fourth embodiment of the present invention. A digital watermarking apparatus 
15d includes a watermarking section 402 and a verifying section 405. 

The digital watermarking apparatus 15d of this embodiment inputs 
set values 411 with the verification data. The values 411 are provided by 
adding verification data for detecting an error of the set values to the set values 
necessary for the embedding operation of the watermarking section 402. The 
set values and verification data are the same as those described in the second 
and third embodiments of the present invention. 

The verifying section 405 verifies the set values using verification 
data in the set values 41 1 with the verification data and transmits the verification 
result to the watermarking section 402. 

The watermarking section 402 refers to the verification result 
transmitted from the verifying section 405 and when there is no error, it-the 
watermarking section 402 obtains the verified set values from the verifying 
section 405. Then, the watermarking section 402 embeds the watermark 
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information in the input video and audio data. At this time, the watermarking 
section 402 performs the embedding operation using the verified set value or 
according to the values of the verified set values, and outputs the video and 
audio data with the embedded watermark information to the outside. 

Otherwise, if the verification result transmitted from the verifying 
section 405 shows the error, the watermarking section 402 does not output the 
input video and audio data to the outside of the apparatus. At this time, instead 
of not outputting the video and audio data to the outside of the apparatus, the 
watermarking section 402 may invalidate the video and audio data so that they 
are hardly viewed or heard (i.e.. scrambled) and output the invalidated data, or 
may-output dummy data,. 

Thus, according to this embodiment, the verification data is added 
to the set values necessary for the operation of the watermarking section 402 
and input to the apparatus. Thus, even if the set value is altered, since the 
verification data is added, the altering conduct to the set values is detected as 
the error in the verifying section. When the error is detected, the watermarking 
section does not output the video and audio data to the outside of the apparatus, 
and thus the video and audio data cannot be viewed or heard. Therefore, the 
altering conduct to the set values necessary for the operation of the 
watermarking section can be prevented. 

Fifth Embodiment 

Fig. 6 illustrates a digital watermarking apparatus according to a 
fifth embodiment of the present invention. A digital watermarking apparatus 15e 
includes a watermarking section 502. a verifying section 505 and a decrypting 
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section 508. 

The digital watermarking apparatus 15e according to this 
embodiment inputs watermark information 51 1 add e d with and verification data 
both-encrypted together. The watermark information 51 1 is provided by adding 
the verification data relating to the watermark information to the watermark 
information and then encrypting a part or whole of the verification data and the 
watermark information. Here, the verification data means data added to detect 
an error of the watermark information and it is the same as that described in the 
third embodiment of the present invention. 

The decrypting section 508 decrypts the watermark information 
511 with the encrypted verification data and transmits the watermark 
information with the decrypted verification data to the verifying section 505. The 
watermark information with -and the corresponding decrypted verification data is 
data in which the cipher of the watermark information 51 1 with the encrypted 
verification data is decrypted and includes the watermark information and the 
verification data. 

The verifying section 505 verifies the watermark information with 
the decrypted verification data and transmits the verification result to the 
watermarking section 502. 

The watermarking section 502 refers to the verification result 
transmitted from the verifying section 505 and when there is no error, it obtains 
the verified watermark information from the verifying section 505. Then, the 
watermarking section 502 embeds the watermark information in the input video 
and audio data and outputs the video and audio data embedded with the 
watermark information, to the outside. 
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otherwise, if the verification result transmitted from the verifying 
section 505 shows an error, the watermarking section 502 does not output the 
input video and audio data to the outside of the apparatus 15e. At this time, the 
watermarking section 502 may invalidate the video and audio data so that they 
are hardly viewed or heard (i.e.. scrambled) and output it, or may output dummy 
datar instead of not outputting the video and audio data to the outside of the 
apparatus. 

Thus, according to this embodiment, the verification data is added 
to the watermark information to be embedded in the video and audio data and 
input to the apparatus under the condition that at least a part of it is encrypted. 
Thus, since the encrypted information is meaningless in a state of the numeral 
values or symbols, it is possible to keep confidential what kind of numeral 
values or symbols are embedded as the watermark information from the outside 
of the apparatus. Furthermore, it is difficult to alter the encrypted text so as to 
decode it to an intended value. In addition, even if the encrypted text is altered 
to any numeral numbers or symbols, since the verification data is added, the 
altering conduct to the watermark information is detected in the verifying section 
as the error. When the error is detected, since the watermarking section does 
not output the video and audio data to the outside of the apparatus, the video 
and audio data cannot be viewed or heard. Therefore, it is possible to keep the 
watermark information confidential from the outside of the apparatus. 
Furthermore, it is possible to prevent the conduct altering the watermark 
information to any numeral values by combination with the verifying section and 
the watermarking section. 
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Sixth Embodiment 

Fig. 7 illustrates a digital watermarking apparatus according to a 
sixth embodiment of the present invention. A digital watermarking apparatus 
15f includes a watermarking section 602, a verifying section 605 and a 
5 decrypting section 608. 

The digital watermarking apparatus 15f according to this 
embodiment inputs set values 611 add e d with and verification data both 
encrypted together. The set values 61 1 are provided by adding the verification 
data to the set values and then encrypting a part or whole of the set values and 

10 the verification data. Here, the verification data and the set value are the same 
as that described in the third and second embodiments of the present invention. 

The decrypting section 608 decrypts set values 611 encrypted 
together with verification data, and transmits the decrypted set values with the 
verification data to the verifying section 605. The decrypted set values with the 

15 verification data is data in which the cipher of the set values 611 is decrypted 
and includes the decrypted set values and the decrypted verification data. 

The verifying section 605 verifies presence or absence of an error 
in the decrypted set values using the verification data and transmits the 
verification result to the watermarking section 602. 

20 The watermarking section 602 refers to the verification result 

transmitted from the verifying section 605 and when there is no error, it obtains 
the verified set values from the verifying section 605. Then, the watermarking 
section 602 embeds the watermark information in the input video and audio 
data. At this time, the watermarking section 602 performs embedding operation 

25 using the verified set vales or according to the values of the verified set values 
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and outputs the video and audio data embedded with the watermark information 
to the outside of the apparatus. 

Othenrt^ise, if the verification result from the verifying section 605 
shows the error, the watermarking section 602 does not output the input video 
and audio data to the outside of the apparatus. At this time, the watermarking 
section 602 may invalidate the video and audio data so that they are hardly 
viewed or heard (i.e.. scrambled) and outputs it, or may output dummy data, 
instead of not outputting the video and audio data to the outside of the 
apparatus. 

Thus, according to this embodiment of the present invention, the 
set values necessary for the operation of the watermarking section 602 is added 
with the verification data and then input to the apparatus under the condition 
that at least a part or whole thereof is encrypted. Thus, since the encrypted 
information is meaningless in a state of the numeral values or symbols, it is 
possible to keep confidential what kind of numeral values or symbols are used 
in the operation of the watermarking section from the outside of the apparatus. 
Furthermore, since it is difficult to alter the encrypted text so as to decode it to 
intended values, the set values are prevented from being altered to the intended 
value. In addition, even if the encrypted text is altered to any numeral numbers 
or symbols, since the verification data is added, the altering conduct to the set 
values is detected in the verifying section as the error. When the error is 
detected, since the watermarking section will not output the video and audio 
data to the outside of the apparatus, the video and audio data cannot be viewed 
or heard. Therefore, it is possible to keep the set values confidential from the 
outside of the apparatus. Furthermore, it is possible to prevent th e conduct 
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a l t e r i ng alteration of the set values to any numeral values by combination with 
the verifying section and the watermarking section. 

Seventh Embodiment 
5 Fig. 8 illustrates a digital watermarking apparatus according to a 

seventh embodiment of the present invention. A digital watermarking apparatus 
15g includes a watermarking section 702, a verifying section 705 and a 
decrypting section 708. 

The digital watermarking apparatus 15g according to this 

10 embodiment inputs encrypted watermark information 711 with the verification 
data. The information 711 is provided by adding the verification data to the 
encrypted watermark information. Here, the verification data means the data 
added to detect an error of the encrypted watermark information and it is the 
same as that described in the third embodiment of the present invention. 

15 The verifying section 705 verifies the encrypted watermark 

information using the verification data included in the encrypted watermark 
information 711 with the verification data, and transmits the verification result to 
the watermarking section 702. 

The verifying section 705 also transmits the encrypted watermark 

20 information to the decrypting section 708. The decrypting section 708 decrypts 
the encrypted watermark information from the verifying section 705. 

The watermarking section 702 refers to the verification result 
transmitted from the verifying section 705, and when there is no error, it obtains 
the decrypted watermark information from the decrypting section 708, 

25 As described above, the watermarking section 702 performs the 
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operation for obtaining the decrypted watermark information after the operation 
at the decoder 708 only when the verification result shows that there is no error. 
This is preferable since an unnecessary operation can be reduced. The reason 
is that in a case where the verification result shows an error, since there is a 
5 possibility that the error is generated in the verified encrypted watermark 
information or the decrypted watermark information, the information is not used 
as the watermark information, and in this case the decrypting operation in the 
decrypting section 708 can be wasted. It should be noted that, in addition, 
regardless of the verification result, the watermarking section 702 may always 

10 acquire the decrypted watermark information after the operation at the 
decrypting section 708. 

The watermarking section 702 refers to the verification result 
transmitted from the verifying section 705, and when there is no error, it embeds 
the decrypted watermark information in the input video and audio data and 

15 outputs the video and audio data embedded with the watermark information, to 
the outside of the apparatus. 

Otherwise, if the verification result transmitted from the verifying 
section 705 shows the error, the watermarking section 702 does not output the 
input video and audio data to the outside of the apparatus. At this time, the 

20 watermarking section 702 may invalidate the video and audio data so that they 
are hardly viewed or heard (i.e.. scrambled) and then outPut-4hem. or may 
output dummy data, instead of not outputting the video and audio data to the 
outside of the apparatus. 

Thus, according to this embodiment of the present invention, the 

25 watermark Information to be embedded in the video and audio data is encrypted, 
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added with the verification data, and then input to the apparatus. Thus, since 
the encrypted information is meaningless in a state of the numeral values or 
symbols, it is possible to keep confidential what kind of numeral values or 
symbols are embedded as the watermark information from the outside of the 
5 apparatus. Furthermore, it is difficult to alter the encrypted text so as to decode 
it to an intended value. In addition, even if the encrypted text is altered to any 
numeral numbers or symbols, the altering conduct to the watermark information 
can be detected as the error in the verifying section since the verification data is 
added. When the error is detected, the watermarking section does not output 

10 the video and audio data to the outside of the apparatus, and thus the video and 
audio data cannot be viewed or heard. Furthermore, since the operation of the 
verifying section is performed before the decrypting section, the alteration of the 
watermark information can be immediately detected. 

As described above, it is possible to keep the watermark 

15 information confidential from the outside of the apparatus. Furthermore, it is 
possible to prevent the conduct altering the watermark information to any 
numeral values by combination with the watermarking section and the verifying 
section and it is possible to detect the alteration of the watermark information for 
a short time. 

20 According to this embodiment of the present invention, although 

the verified encrypted watermark information from the verifying section 705 is 
embedded in the video and audio data after decrypted at the decrypting section 
708, as another configuration, the verified encrypted watermark information may 
be embedded in the video and audio data without decrypting operation. In this 

25 case, the decrypting section 708 is not necessary in Fig. 8 and the verified 
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encrypted watermark information from the verifying section 705 Is directly input 
to the watermarking section 702. According to this configuration, since the 
watermark information is embedded in the video or audio data in an encn/pted 
state, the decrypting means has to be provided in an apparatus on the side 
5 where the watermark information is detected. This enables the detected 
watermark information to be decrypted. Thus, since the watermark information 
is embedded in the video or the audio data in the encrypted state, the 
confidentiality of the watermark information can be further improved. 

10 Eighth Embodiment 

Fig. 9 illustrates a digital watermarking apparatus according to an 
eighth embodiment of the present invention. A digital watermarking apparatus 
15h includes a watermarking section 802, a verifying section 805 and a 
decrypting section 808. 

15 The digital watermarking apparatus 15h according to this 

embodiment inputs encrypted set values 811 with verification data. The set 
values 81 1 are provided by encrypting set values and adding the verification 
data to the encrypted set values. Here, the verification data and the set values 
are the same as those described in the third and second embodiments of the 

20 present invention, respectively. 

The verifying section 805 verifies the encrypted set values using 
the verification data included in the encrypted set values 811 with the 
verification data and transmits the verification result to the watermarking section 
802. The verifying section 805 also transmits the verified and encrypted set 

25 values to the decrypting section 808. The decrypting section 808 decrypts the 
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encrypted set values. 

The watermarking section 802 refers to the verification result 
transmitted from the verifying section 805 and when there is no error, it obtains 
the decrypted set values from the decrypting section 808. 
5 As described above, since the watermarking section 802 performs 

the operation for obtaining the decrypted set values after the operation at the 
decrypting section 808 only when the verification result shows that there is no 
error. This is preferable since an unnecessary operation is reduced. 

The reason is that if the verification result shows an error, there is 

10 a possibility that the error is generated in the verified encrypted set values or 
the decrypted set values and the information may not be used as the set values 
and in this case, and thus the decoding operation at the decoder 808 may be 
wasted. In addition, regardless of the verification result, the watermarking 
section 802 may always obtain the decrypted set values after the operation at 

15 the decrypting section 808. 

The watermarking section 802 embeds the watermark information 
in the input video and audio data when the verification result transmitted from 
the verifying section 805 shows no error. At this time, the watermarking section 
802 performs the embedding operation using the decrypted set values or 

20 according to the values of the decrypted set values and outputs the video and 
audio data embedded with the watermark information to the outside of the 
apparatus. 

Otherwise, if the verification result from the verifying section 805 
shows an error, the watermarking section 802 forbids to output the video and 
25 audio data input to the watermarking section 802 to the outside. At this time, 
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the watermarking section 802 may invalidate the video and audio data so that 
they are hardly viewed or heard and output the invalidated data, or may output 
dummy data instead of not outputting the video and audio data 803 to the 
outside of the apparatus. 
5 Thus, according to this embodiment of the present invention, the 

set values necessary for the operation of the watermarking section are 
encrypted, added with the verification data, and then input to the apparatus. 
Thus, since the encrypted information is meaningless in a state of the numeral 
values or symbols, it is possible to keep confidential what kind of numeral 

10 values or symbols are used in the operation of the watermarking section from 
the outside of the apparatus. Furthermore, since it is difficult to alter the 
encrypted text so as to decode it to intended values, the set values are 
prevented from being altered to the intended value. In addition, even if the 
encrypted text is altered to any numeral numbers or symbols, since the 

15 verification data is added, the altering conduct to the watermark information is 
detected as the error in the verifying section. When the error is detected, since 
the watermarking section does not output the video and audio data to the 
outside of the apparatus, the video and audio data cannot be viewed or heard. 
Furthermore, since the operation at the verifying section is performed before the 

20 decrypting section, the alteration of the set values can be immediately detected. 

As described above, it is possible to keep the set values 
confidential from the outside of the apparatus. Furthermore, it is possible to 
prevent the conduct altering the set values to any numeral values by 
combination with the verifying section and the watermarking section and it is 

25 possible to detect the alteration of the set values for a short time. 
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Ninth Embodiment 

Fig. 10 illustrates a configuration of an information reproducing 
apparatus which is one of applied devices using the above digital watermarking 
apparatus. An information reproducing apparatus 10a includes a data 
reproducing device 909 and a digital watermarking apparatus 901. Although 
the digital watermarking apparatus 901 basically has the same configuration as 
that of the digital watermarking apparatus 15c described in the third 
embodiment of the present invention, it is different in that a verification result 
from the verifying section 905 is output to the outside of the apparatus. In other 
words, the verification result from the verifying section 905 is transmitted to the 
data reproducing device 909. 

The data reproducing device 909 reproduces a recording medium 
la such as a tape, a disc, a memory card or the like in which video or audio 
signal is recorded. The video and audio data output from the data reproducing 
device 909 is transmitted to the digital watermarking apparatus 901 . Watermark 
information with verification data is input to the verifying section 905. Here, the 
verification data is as described in the third embodiment of the present invention. 
The verifying section 905 verifies the input watermark information with the 
verification data and transmits the verification result to the data reproducing 
device 909. 

The data reproducing device 909 refers to the verification result 
transmitted from the digital watermarking apparatus 901 and when there is no 
error, reproduces the recording medium 1a. Then, the video and audio data is 
output from the data reproducing device 909 and transmitted to a watermarking 
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section 902 of the digital watermarking apparatus 901. The watermarking 
section 902 embeds the verified watermark information obtained from the 
verifying section 905 in the video and audio data and outputs the video and 
audio data embedded with the watermark information to the outside of the 
apparatus. 

Meanwhile, the data reproducing device 909 refers to the 
verification result from the digital watermarking apparatus 901 and when there 
is an error, it does not reproduce the recording medium la. In addition, the 
reproducing device 909 may invalidate the video and audio data so that they 
are hardly viewed or heard and output the invalidated data, or may output 
dummy data, instead of not reproducing the recording medium 1a. In this case, 
the watermarking section 902 may not perform the watermark information 
embedding operation since it cannot obtain normal video and audio data. As a 
result, no or ineffective video and audio data is output from the information 
reproducing apparatus 10a. 

It should be noted that, in the above description, although the 
example in which the digital watermarking apparatus described in the third 
embodiment is modified is used as the digital watermarking apparatus 901, the 
configuration of the digital watermarking apparatus 901 is not limited to this. 
More specifically, the digital watermarking apparatus having the verifying 
section described in the fourth to the eighth embodiments can be used as the 
digital watermarking apparatus 901 of this embodiment by changing a 
configuration such that the verification result from the verifying section can be 
output to the outside of the digital watermarking apparatus 901. Thus, not only 
the watermark information but also the set values can be verified. 
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As described above, according to this embodiment, the verifying 
section in the digital watermarl^ing apparatus verifies the watermark information 
or the set values to detect the alteration of the information. Since the 
verification result is transmitted to the reproducing device, the reproducing 
5 device does not reproduce the video and audio data. Thus, when the alteration 
is performed, not only the video and audio can be neither viewed nor heard, but 
also an output source of the video and audio data is stopped, so that the video 
and audio data does not exist in the apparatus as a signal. As a result, the 
video and audio signal is prevented from being intercepted and the protecting 
10 means is safely and surely implemented. Consequently, there can be provided 
a safe system configuration in which the watermark information or the set 
values are prevented from being altered. 



Tenth Embodiment 

15 Fig. 11 illustrates a configuration of an information recording 

apparatus which is one of application devices using the above digital 
watermarking apparatus. The information recording apparatus 30 includes a 
digital watermarking apparatus A01 and a data recording device A09. 

Although the digital watermarking apparatus A01 has basically the 

20 same configuration as that of the digital watermarking apparatus 15c described 
in the third embodiment, there is difference in that a verification result from a 
verifying section A05 can be output to the outside of the apparatus. The data 
recording device AOS records video and audio data in the recording medium 
such as a tape, a disc, a memory card or the like. 

25 The verification result from the verifying section AOS is transmitted 
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to the data recording device A09. In addition, the video and audio data in which 
the watermark information is embedded is transmitted to the recording device 
A09. Watermark information with the verification data is input to the verifying 
section AOS. The verification data means the data which was added to detect 
5 an error of the watermark information and it is the same as that described in the 
third embodiment of the present invention. 

The watermarking section A02 obtains the verified watermark 
information from the verifying section 305 and embeds the watermark 
information in the video and audio data input to the information recording 
10 apparatus 30. 

The verifying section AOS verifies the watermark information and 
transmits the verification result to the recording device A09. 

The data recording device A09 refers to the verification result 
transmitted from the digital watermarking apparatus A01 and when there is no 
1S error, performs a recording operation. Thus, the video and audio data in which 
the watermark information is embedded is recorded by the data recording 
device A09. 

Meanwhile, when there is an error, the data recording device A09 
does not perform the recording operation. The data recording device A09 may 

20 invalidate the video and audio data transmitted from the digital watermarking 
apparatus A01 so that they are hardly viewed or heard and record it, or may 
output dummy data, instead of not performing the recording operation. In this 
case, the watermarking section A02 may not perform a process of digital 
watermarking since the normal video and audio data are not recorded. 

2S In the above description, the example in which the digital 
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watermarking apparatus described in the third embodiment is varied is used as 
the digital watermarking apparatus A01. However, the configuration of the 
digital watermarking apparatus A01 is not limited to this. More specifically, the 
digital watermarking apparatus having the verifying section described in the 
5 fourth to the eighth embodiments can be used as the digital watermarking 
apparatus A01 of this embodiment by changing a configuration such that the 
verification result from the verifying section can be output to the outside of the 
digital watermarking apparatus A01. Thus, not only the watermark information 
but also the set values can be verified. 

10 As described above, according to this embodiment of the present 

invention, the verifying section in the digital watermarking apparatus verifies the 
watermark information and the set values and thus can detect the alteration of 
the information. Furthermore, the verification result is transmitted to the 
recording device, and then the recording device may not record the video and 

15 audio data according to the verification result. Thus the watermark information 
or the set values can be prevented from being altered. 

Eleventh Embodiment 

In the ninth embodiment, the description is made of the example 

20 in which the digital watermarking apparatus is applied to the information 
reproducing apparatus. In this embodiment, a description is made of an 
example in which the digital watermarking apparatus is applied to an 
information receiving apparatus. As shown in Fig. 12, an information receiving 
apparatus 35 includes a receiving and decoding device B09 which receives 

25 encoded video or audio data through a wireless and/or wired communication 
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channel and decodes to outputs them, and a digital watermarking apparatus 
901. The configuration and operation of the digital watermarking apparatus 901 
are the same as those described in the tenth embodiment of the present 
invention. 

5 More specifically, the receiving and decoding device B09 refers to 

a verification result from the digital watermarking apparatus 901. When there is 
an error in the watermark information or the set values, the receiving and 
decoding device B09 does not perform receiving and/or decoding operation. 
Only when there is no error, the receiving and decoding device B09 performs 

10 the receiving and decoding operations and outputs the received and decoded 
video and audio information to the digital watermarking apparatus 901. The 
digital watermarking apparatus 901 embeds the watermark information in the 
information output from the receiving and decoding device 809 and outputs it. 

The receiving and decoding device B09 may invalidate the video 

15 and audio data so that they are hardly viewed or heard and output it, or may 
output dummy data, instead of not performing receiving and decoding 
operations. As described in the tenth embodiment of the present invention, 
another digital watermarking apparatus having the verifying section can be used 
as the digital watermarking apparatus 901. 

20 As described above, according to the information receiving 

apparatus of this embodiment, since alteration of the watermark information or 
the set values can be detected and when the alteration was detected, the 
received information is not correctly transmitted, thus fraud can be prevented. 

25 Twelfth Embodiment 
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In the tenth embodiment, the description is made of the example 
in which the digital watermarking apparatus is applied to the information 
recording apparatus. In this embodiment, a description is made of an example 
in which the digital watermarking apparatus is applied to an information 
5 transmitting apparatus. As shown in Fig. 13, an information transmitting 
apparatus 40 includes a digital watermarking apparatus A01 and encoding and 
transmitting device C09. The encoding and transmitting device C09 encodes 
video or audio data and transmits them through a wireless and/or wired 
communication channel. The configuration and operation of the digital 

10 watermarking apparatus A01 are the same as those described in the eleventh 
embodiment of the present invention. 

The encoding and transmitting device C09 refers to a verification 
result from the digital watermarking apparatus AOl When there in an error in 
the watermark information or the set values, the encoding and transmitting 

15 device COS does not perform encoding and/or transmitting operation. Only 
when there is no error, it performs the encoding and transmitting operations. 

The encoding and transmitting device COS may invalidate the 
video and audio data so that they are hardly viewed or heard and encode it, or 
may invalidate and transmit it, or may encode or transmit dummy data, instead 

20 of not performing encoding and/or transmitting operations. As described in the 
eleventh embodiment of the present invention, another digital watermarking 
apparatus having the verifying section can be used as the digital watermarking 
apparatus AOl. 

As described above, according to the information transmitting 
25 apparatus of this embodiment, since alteration of the watermark information or 
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the set values can be detected, and when the alteration was detected, correct 
information is not transmitted, thus fraud can be prevented. 

In description of each embodimen t d e scrib e d above, the 
watermark information is stored in advance in a recording medium, such as an 
IC card, which is different from a recording medium storing contents. Unlike this, 
as the watermark information, it is possible to use various kinds of data stored 
in the contents storing medium (for example, tape, disk, memory card, etc.) or 
various kinds of data possessed by the apparatus. The various kinds of data 
stored in the contents storing medium include, for example, ID of the medium, 
ID of the content, and ID of the copyright owner. The various kinds of data 
possessed by the apparatus include, for example, ID of the apparatus, date and 
time provided by a timer of the apparatus, and ID of the user of the apparatus. 
By protecting such various kinds of data and embedding them as watermark 
information in a method described in the above embodiments of the present 
invention, the data can be detected as the watermark from the video or audio 
data illegally copied, and thus the source of illegal copy can be tracked. 

In the above embodiments, the watermark information and set 
values are read from the recording medium such as an IC card and used. 
Unlike this, the apparatus may be connected to a network, and various IDs used 
for the watermark information or set values required for embedding the digital 
watermark may be downloaded from a server via the network. When the data 
downloaded via the network are used, the watermark information and set values 
may be protected and used in a method described in each embodiment of the 
present invention, thus resulting in the same effects as described above. 



The apparatus in each embodiment of the present invention 
described above can be Implemented in hardware, or one part or whole of the 
operations can be implemented in software in a computer. Furthermore, 
5 although the video or audio information are used as information to which the 
watermark information is added in each embodiment, another type of 
information may be used. 

According to the present invention, in the digital watermarking 
apparatus or the application apparatus using the same, the watermark 
10 information or the set values necessary for the watermark information 
embedding operation are kept confidential from the outside of the apparatus, 
and thus alteration of the watermark information can be prevented. 
Furthermore, the alteration of the watermark information can be detected before 
embedding digital watermark and the video or audio output can be stopped or 
15 invalidated when the alteration is detected, so that the video or audio cannot be 
viewed or heard. As a result, fraud can be prevented. 

Although the present invention has been described in connection 
with specified embodiments thereof, many other modifications, corrections and 
applications are apparent to those skilled in the art. Therefore, the present 
20 invention is not limited by the disclosure provided herein but limited only to the 
scope of the appended claims. 

The present disclosure relates to subject matter contained in 
Japanese Patent Application No. 2002-210728, filed on July 19. 2002, which is 
expressly incorporated herein by reference in its entirety. 

25 
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